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Top 5 Ransomware Families

in Q1 2023

Royal

LockBit 3.0

Cyberint : Top 10 ransomware Families in Q1

Compromised
Credentials

Phishing

Top 5 Root Cause of
Ransomware Attacks

Malicious
Emails

Exploited
Vulnerability

Sophos : The State of Ransomware 2023
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Initial Access
9 techniques

Execution
14 techniques

Persistence
19 techniques

Privilege Escalation
13 techniques

Defense Evasion
42 techniques

Credential Access
17 techniques

Discovery
31 techniques

Lateral Movement
9 techniques

Collection
17 techniques

Command and Control
16 techniques

Exfiltration

9 techniques

Impact
13 techniques

Drive-by Compromise

Exploit Public-Facing
Application

External Remote Services
Hardware Additions
Phishing

Replication Through
Removable Media

Supply Chain
Compromise

Trusted Relationship

Valid Accounts

Cloud Administration
Command

Command and Scripting
Interpreter

Container Administration
Command

Deploy Container

Exploitation for Client
Execution

Inter-Process
Communication

Native API
Scheduled Task/Job s
Serverless Execution
Shared Modules

Software Deployment Tools
System Services

User Execution

Windows Management
Instrumentation

Account Manipulation

BITS Jobs

‘ Boot or Logon Autostart

Execution

Boot or Logon Initialization
Scripts

Browser Extensions

Compromise Client Software

Binary

‘ Create Account

Create or Modify System
Process

Event Triggered
Execution

External Remote Services
Hijack Execution Flow
Implant Internal Image

Modify Authentication
Process

Office Application
Startup

Pre-OS Boot
Scheduled Task/Job )

Server Software
Component

Traffic Signaling

Valid Accounts

Abuse Elevation Control
Mechanism

Access Token
Manipulation

Boot or Logon Autostart
Execution

Boot or Logon Initialization
Scripts

Create or Modify System
Process

Domain Policy
Modification

‘ Escape to Host

Event Triggered
Execution

Exploitation for Privilege

Escalation

Hijack Execution Flow n
Process Injection I
Scheduled Task/Job s 1]

Valid Accounts n

Abuse Elevation Control
Mechanism

Access Token Manipulation
BITS Jobs

Build Image on Host
Debugger Evasion

Deobfuscate/Decode Files or
Information

Deploy Container

Direct Volume Access

Domain Policy Modification

Execution Guardrails
Exploitation for Defense Evasion

File and Directory Permissions
Modification

Hide Artifacts I

Hijack Execution Flow I

Impair Defenses

Indicator Removal

Indirect Command Execution

Masquerading

Modify Authentication
Process

Modify Cloud Compute
Infrastructure

Modify Registry
Modify System Image I
Network Boundary Bridging n

Obfuscated Files or
Information

Plist File Modification

Adversary-in-the-
Middle

Brute Force

Credentials from Password
Stores

Exploitation for Credential
Access

Forced Authentication
Forge Web Credentials
Input Capture

Modify Authentication
Process

Multi-Factor
Authentication
Interception
Multi-Factor
Authentication Request
Generation

Network Sniffing

OS Credential
Dumping

Steal Application Access
Token

Steal or Forge
Authentication Certificates

Steal or Forge Kerberos
Tickets

Steal Web Session Cookie

Unsecured Credentials

Account Discovery
Application Window Discovery
Browser Information Discovery
Cloud Infrastructure Discovery
Cloud Service Dashboard

Cloud Service Discovery

Cloud Storage Object Discovery

Container and Resource Discovery

Debugger Evasion

Device Driver Discovery
Domain Trust Discovery

File and Directory Discovery
Group Policy Discovery
Network Service Discovery
Network Share Discovery
Network Sniffing

Password Policy Discovery
Peripheral Device Discovery
Permission Groups Discovery
Process Discovery

Query Registry

Remote System Discovery
Software Discovery

System Information Discovery
System Location Discovery

System Network Configuration
Discovery

System Network Connections
Discovery

Il Exploitation of Remote

Services
Internal Spearphishing
Lateral Tool Transfer

Remote Service Session
Hijacking

Remote Services

Replication Through
Removable Media

Software Deployment
Tools

Taint Shared Content
Use Alternate

Authentication
Material

Adversary-in-the-
Middle

Archive Collected Data
Audio Capture

Automated Collection

Browser Session Hijacking

Clipboard Data
Data from Cloud Storage

Data from Configuration
Repository

Data from Information
Repositories

Data from Local System

Data from Network Shared

Drive

Data from Removable
edia

Data Staged
Email Collection
Input Capture
Screen Capture

Video Capture

Application Layer

Protocol

Communication Through
Removable Media

Data Encoding

Data Obfuscation

Dynamic Resolution I

Encrypted Channel
Fallback Channels
Ingress Tool Transfer
Multi-Stage Channels

Non-Application Layer
Protocol

Non-Standard Port

Protocol Tunneling

Proxy ]
Remote Access Software
Traffic Signaling n

Web Service I

Automated
Exfiltration

Data Transfer Size Limits

Exfiltration Over
Alternative Protocol

Exfiltration Over C2
Channel

Exfiltration Over Other
Network Medium

Exfiltration Over Physical
Medium

Exfiltration Over Web
Service

Scheduled Transfer

Transfer Data to Cloud
Account

Account Access Removal
Data Destruction

Data Encrypted for Impact
Data Manipulation
Defacement

Disk Wipe

Endpoint Denial of
Service

Firmware Corruption
Inhibit System Recovery
Network Denial of Service
Resource Hijacking
Service Stop

System Shutdown/Reboot
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Initial Access Execution Persistence

: , Command and Scripting In Boot or Logon Autostart
Drive-by Compromise :
terpreter Execution
Exploit Public-Facing
Application

Software Deployment

External Remote Services
Tools

External Remote Services System Services Valid Accounts

Phishing

Valid Accounts

Privilege Escalation

Abuse Elevation Control
Mechanism

Boot or Logon Autostart
Execution

Domain Policy
Modification

Valid Accounts

Defense Evasion

Abuse Elevation Control
Mechanism

Domain Policy
Modification

Impair Defenses

Indicator Removal

Obfuscated Files or
Information

Valid Accounts

Credential Access
Brute Force

Credentials from
Password Stores

OS Credential Dumping

Lateral Movement Collection

Discovery

Network Service Discovery Remote Services Archive Collected Data

System Location Discovery Software Deployment Tools

Command and Control

Application Layer Protocol

Protocol Tunneling

Remote Access Software

Exfiltration

Exfiltration Over Web
Service

Data Destruction

Data Encrypted for Impact
Defacement

Inhibit System Recovery

Service Stop
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RECOVER - &3
* Response Planning
« Communications

* Analysis

Mitigation

Improvements

RESPOND - &
* Recovery Planning
* Improvements

« Communications

NIST

National Institute of

29

FRAMEWORK

2

i

o
%

DETECT - EtX|

« Anomalies and Events

*  Security Continuous Monitoring

* Detection Processes

Standards and Technology https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1271.pdf
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IDENTIFY - Al

Asset Management
Business Environment
Governance

Risk Assessment

Risk Management Strategy

PROTECT - E2

Access Control

Awareness and Training

Data Security

Info Protection Processes and Procedures
Maintenance

Protective Technology
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@ Identify

@ NSX Security

N

@ Prevent

Detect Q/ Respond
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Recover

70 VMware Cloud Disaster Recovery mmp-

@ Carbon Black Cloud

I Vulnerability Assessment

I Audit & Remediation

Baseline Network
Environment

I High Value Assets Tagging

I Flow Visualization

I DR Plan Config, Test, Check

Application Dependency
Mapping

Next Gen Anti-Virus
Prevention Capabilities

I Network Segmentations

IDS/IPS/Deep
Packet Inspection

I Attack Surface Reduction
I Micro-segmentation

I Malware Prevention

Forensic Investigations I SOAR Integration I Delta-based Fallback
Endpoint Detection & Remote Response Review, Audit
Response Capabilities & Remediate

Signature-based &

Behavior-based Detection I Network Quarantine

Signature-based & Behavior- I Network Resets
based detection (Network)

Micro-segmentation I Allow/Deny

Malware Prevention I Failover to Recovery Site

I Identify VM Snapshot

I Carbon Black Cloud I NSX Security

I VMware Cloud DR
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Workload
Security

O

( 2Z2t0|A App Control )

C 2mat0|A EDR ) Carbon Black Cloud ™ Q /
VI

Workspace
Security

GCP AWS vSphere Container

Windows



ENTERPRISE DATA
Software inventory data
E provided byVMware

Carbon Black

Secu r| t y ST CVE-2019-11994
CVE-2020-5312 CVE-202 GLOBAL TH REAT INTEI—
Diverse, multi-source,

CVE-2020-5179
custom curated feeds

focused on active

CWE-120 exploits
CVE-2019-13766

EH MO0 E ESHSH CHFSH A
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Data Science

Natural Language Processing
Risk Scoring Engine
Predictive Modeling sl

Vulnerability Logistic
Inference Regression
Random Forest SVM
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Notifications > Sungyoon Cho (vmw-internal-se-asia.com) >

\ V / @'::a::' ';v "I\l | ']' I :.@:_:": :(u-\'.c:m::' All policies ~ ‘ ‘ T &1
vmw-internal-se-asi...
Endpoint Status Prevented Malware VM Workloads Overview
Bypass 4 / Active PUPs +
Quarantined ]. - ~ Known Malware Enabled 303
A Alerts
) TOTAL TOTAL il —  Suspect Malware
nvestionte 897 248 s | -
£l Live Query >
Non-Malware VMware Tools update - 76
Inactive / required
@ Enforce >
@ Known 55 @ Suspect 6 @ Non-Malware 172
@ Active 59 @ Inactive 830 @ Quarantined 1 Malware Malware
[< Harden > @ Bypass 7 @ FUPs 15 Not supported - 86
lg] |nventcry v Time frame not applied Alert severity not applied
]
Endpoints
VMs with Critical Vulnerabilities Critical Vulnerabilities on Endpoints Top Alerted Applications
USB Devices
APPLICATION ALERTS
VM Workloads o
explorer.exa 80
" Windows 05
Sensor Groups chrome.exe 57
Kubernetes > setup.exe 36
. . powershell.exe 29
oy Settings > 110
28
Windows App ~ repmgr.exe 28
msedge.exs 27
' Windows 08 cmd.exe 20
@ Windows 05 11 @ Linux 0S 0 @ windows App 28 ) _
msiexec.exe 17
@ Windows 05 110 @ Linux OS o] @ Linux App 0
Tz.exe 16

Fifters not applied Filters not applied
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Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE N lsr I D

VULNERABILITIES

JAXCVE-2023-2033 Detail

MODIFIED QUICK INFO

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to CVE Dictionary Entry:

the information provided. CVE-2023-2033
NVD Published Date:

R 04/14/2023
Description NVD Last Modified:

Type confusion in V& in Google Chrome prior to 112.0.5615.121 allowed a remote attacker to potentially exploit heap corruption via a crafted 05/01/2023
HTML page. (Chromium security severity: High) source:

Chrome
Severl ty CVSS Version 3.x CVSS Version 2.0

CV5S 3.x Severity and Metrics:

m NIST: NVD Base Score: |[FEHicH] Vector: CVS5:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.
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vm Carbon Black Cloud VMware TestDrive-DemoUser (vimweng com)

VMWARE CARBON BLACK AUDIT AND REMEDIATION
Best Practices Guide

IT HYGIENE
Credential Theft H

Visit the Query Exchange

Description:  On Windows

WhDigest prof
credentials il
T osquery schema Management
Results: Lists the stat 0)
enabled ther . )
Once you have the correct osquery version, you can take a look at the appropriate schema page
(https:losqueryio/schema). When you initially arrive at the schema page you will be view the latest )
[a schema. Use the Osquery Version: drop-down (top right) to select the appropriate version: ’ j
IT HYGIENE s query as needed
Lest Loggecd in Lisex HOME  SCHEMA  BLOG  DOCS GITHUB  DOWNLOADS
Description:  View the use -
Results: Lists login tyy
Osquery Version: _ :dule m
+ =]
| 1)
IT HYGIENE Tables compatible with: e 4.3.0 =
List Logged in User 4.4.0 - ery as needed
nt_policy_data
Description:  View the use al 05 X user account data from the AccountPolicy section of OpenDirectory. 4.5.0 un this query daily
Results: Lists login tyf this Description on Github 451 ) m
+ LH
e TvPE P 4.6.0 (current)
+ sdule m ery as needed
BIGIMNT User D
co n -+
A Once you have the appropriate schema displayed you can filter the tables to the specific OS you are i m
o interested in with the Tables compatible with: drop-down. The only tables not supported in VMware @0
Re Carbon Black Audit and Remediation are the evented tables: is query as needed
+ his query daily
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PowerShell 23 EE,
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CHSH Anti-Malware

Scanning Interface)
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Enterprise & Business Security

pproved

Independent Tests S .
of Anti-Virus Software B

Enterprise - Malware Protection Test - 2022
100% — J— —
30%
609%
40%
20%
0% |
& o e o &
*oc ?"":b & (e '—}0 e?"jo Q?"‘}
v o & &
& «° el
Il Blocked

https://www.av-comparatives.org/av-comparatives-awards-2022-for-vmware/
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- Sep - by vendor -

vmware

VMware

® Blocked: 100%
User dependent: 0%
® Compromised: 0%
False Positives: 0

q—-
w &
& LJOQ 3 1 C“
S

5
N st
‘9 0 & & \\
4] & \‘x{; &
»

User dependent [l Compromised False Positives

CERTIFIED

ATP Enterprise

APPROVED

Business Security

APPROVED

Business Security

JUL 2022 DEC 2022 2022
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2071 Ol 2| 2l AL SES 4 S22 08 Al

— = 1T -Jg

Carbon Black Cloud Carbon Black Cloud ZIEHIAE 7[4t 2| O3
22RE U ASHQIE 3HFHO olsd O|EIg| A A e
JhsaH MIA e == 8 - | —
Pt il Iy | T — —— B -
o /, \\ o ’ o
oo A ® oo E e
0000000CGOCGOO ' ‘ 0000000000 . S Nost e
000000OCGOOOO 0000000OGOCGOOO
0000000000OCGO l I 000000000OCGOCGO
——[7 :ieaeees 3N g =3 o e
! ‘ ¢ :o \ :o - o iy
Carbon Black TAU SIg QIEIz|MA I E 3rd OjE| HIE 9|9 QIeig|MA I E
- Reputation Threat « CBLK Community ATT&CK s V
- Advanced Threats « Known IOC FEED IR '
- Early Access « CB Inspection T@'
« Endpoint Visibility « Bit9+Carbon Black '
« Endpoint Suspicious Indicators Natiofal

uinerability

Database
nvd.nist.gov

« Banning Events
« EMET Protection
« AMSI Threat Intelligence
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PROCESS ANALYSIS

@ Primary Process

powershell.exe
DEVICE DETAILS:

Group by hash ﬂ:'

+

Selected Process 9:13:55 pm Jul 2, 2023 _

ALERT BEHAVIORS BASED ON SEVERITY ALERT NOTES & TAGS

More

All Behaviors W

Add note

Network Threat Generic Suspect active client BTN EINEICRETT

Data at Risk

-ExecutionPolicy

detected_malware_app

run_another_app
modify_memory_protection
Process Manipulation Malware & malware_app | code drop

Application Abuse

Emerging Threats malware_drop ( run_system_utility

[ Binary Details
run_system_app ER{I[EESS

mitre_t1106_native_api

mitre_t1059_003_win_cmd_shell

p_ WHITE_LIST

ul 10, 2023

mitre_t1059_cmd_line_or_script_inter

[~

K
[
=]
ha
w

Includes all behaviors associated with alert d80c5baf-c3ba-4ecf-8925-82f85a3cec90

Elevated  True
Integrity ~ System

Privileges  SeBackupPrivilege
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SEotl HAlet HEY A H4A
£4 7|'A|*"(NDR)

HEYD 22 HLE 93t
Lastline Analytics

APPLICATION LAYER DETAILS
Webrequest

Method GET
URL /msdownload/update/v3/static/trustedr/en/disallowedcertstl.cab?ff2f0571a1dc886a

Headers Hostctldl.windowsupdate.com
Accept®/*
Connection:Keep-Alive
User-Agent:Microsoft-CryptoAPL/10.0
If-None-Match:"08f5ab0361ad71:0"
If-Modified-Since:Tue, 16 Mar 2021 07:33:42 GMT

Response

Status Code 304

Headers Date:Fri, 16 Sep 2022 17:25:20 GMT
ETag:"08f5ab0361ad71:0"
X-CCC:Us
X-ClDe2
Connection:keep-alive
Content-Type:application/vnd.ms-cab-compressed
Cache-Control:public, max-age=900
Last-Modified:Tue, 16 Mar 2021 07:33:42 GMT
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» LHXH =l = Ot

. VMware =M E (TAU) |

VMware NSX H Ot

Security for East-West and Zone / Cloud Edge Traffic
2ot 24 9 e

App Flow Discovery |  Rule Recommendations | Policy Management |  Network Detection & Response

2|2 BtX| (Advanced) Threat Prevention)

IDS/IPS Malware Analysis & Malware Prevention |  Network Traffic Analysis
= = o o
=th et AO|EHO] L=t
App & User ID | FQDN | [P Reputation App/User ID | URL Filtering | TLS Decryption
A
- N
VMs =2l M4 g ol 2E| 22RE
SN FE | fBIAAOM A4 | HEYD HY S | M ASH
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After years of warnings, the impact of ransomware
finally hits home for regular people
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The study, conducted by the Ponemon Institute, a
Washington, D.C., think tank, interviewed more than
600 information technology professionals across
more than 100 health care facilities.
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Ransomware is lucrative, fileless attacks
more frequent
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Until 2016

* File-based approach

Post 2017

* Fileless, “Living off the Land”

* Examples: - Memory

— TorrentLocker aka CryptoLocker — Built-in OS programs

— Cerber (Fast-changing files) — Stolen credentials (from black market)

+ Disables security software?
* Detected by signature match

Traditional-AV was usually sufficient Traditional-AV fails; need EDR, NGAV, XDR

mwa re® Confidential | © VMware, Inc.

38
e

1 Conti Ransomware had a playbook to disable all major security software



Preventative Measures Ransomware Recovery

Primary Responsibility: Security Team Primary Responsibility: Infrastructure Team

mwa re® Confidential | © VMware, Inc. 39




1989 2010 2017 2023

First ransomware attack Birth of Bitcoin First ransomware fileless Ransomware costs

discovered attack organizations over

S4.5M/breach
I Ransomware 1.0 Modern Ransomware

Snapshots Backups Offsite copies Storage immutability @ Next-Gen Anti-Virus w/ Behavioral Analysis
Air-gapping @ Secure Isolated Recovery Environment
Traditional file scanning @ Prevent reinfection and lateral movement

\ ] }
! |

Required

Not Enough

mwa re® Confidential | © VMware, Inc. 20
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O|R-O|AE Eut &=

|
o= 2M 2 26l vMware 22
(S in millions)
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$3

$2

s1

S0
Average Cost of Cost of VMware Ransomware
Ransomware Breach and Disaster Recovery

Note: Model compares average cost of ransomware breach of $4.62M (per IBM Cost of a Data Breach Report 2022) to the cost of VMware Ransomware and Disaster Recovery, assuming 1000

®
mwa re Confidential | ©2022 VMware, Inc protected VMs and 200 protected TiB w/ recommended ransomware protection retention. Includes test and failover hosts. Assumes list price and represents annualized cost of a 3-year

subscription. 41
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Only possible because of VMware’s IP across DR, cloud storage, security, networking, public cloud!

Traditional approach challenges

IRE*= AFEX}Of| of8f 1=, 20t Y
22| gL ot

Ol B H HM Fileless &4 0|
(@)

n
%
rn
4>
OHT
ot
M
M
00
rot
T
O
I=
Hu
=
>

mwa re® Confidential | ©2022 VMware, Inc.

Q Q Q Q

vmware

R E S5 242 Sof AHIT) 3890
HE A

*|solated Recovery Environment




“Stand-out” ransomware recovery & only “Outperformer” in DPaaS

GIGAOM

RADAR REPORT

DISASTER RECOVERY & BUSINESS
CONTINUITY AS A SERVICE

FEATURE
PLAY

Source: GigaOm 2022

MATURITY

|

RapidScale

b

A 11

«—a Microsoft

| \ VMware |

*

Acronis

/

Druva

INNOVATION

Leader
Challenger
New Entrant

. PLATFORM
“= | PLAY
AWS

<a Forward Mover
-—= Fast Mover

<—a Qutperformer

©GigaOm
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Product Summary

VMware Cloud Disaster Recovery at a glance

mwa re® ©2020 VMware, Inc.



VMware Cloud Disaster Recovery: On-Demand DRaa$S @

On-demand disaster recovery, delivered as an easy-to-use SaaS$ solution, with cloud economics

Instant Power-
vim vim vim
Live Mount L
Cloud-based Servi / = e =
oua-pase ervices = JE s
SDDC Clusters

@ @ Live Pilot Light Option
Replication - VMware Cloud on AWS
Production Site / On Demand Failover Target
Y-EN Scale-out
Orchestrator File System

DRaaS
vm vm vim
Connector >

’f

-
%elta-based Failback

= -
=
= w
VMFS / NFS / vSAN / vVols Blue: Steady-state operations

Purple: Activated for tests, failovers, failbacks

mwa re® ©2020 VMware, Inc. 45




VMware Cloud Disaster Recovery is available globally

7

Available Regions

US West (N. California)
US West (Oregon)
US East (Ohio) .
US East (N. Virginia) k] o Py
Canada (Central) : () () ®
South America (S3o Paulo) ~ ‘ .

Europe (Ireland)
Europe (London) .
Europe (Paris) ‘
Europe (Frankfurt)
Europe (Milan) .
Europe (Stockholm)
Asia Pacific (Mumbai)
Asia Pacific (Singapore) .
Asia Pacific (Seoul) o
Asia Pacific (Osaka) ’
Asia Pacific (Tokyo)
Asia Pacific (Sydney)
Asia Pacific (Hong Kong)

fri The information in this presentation is for informational purposes only and may not be incorporated into any contract. There is no
Africa (Cape Town) ial | © VMware, Inc. commitment or obligation to deliver any items presented herein. 46
Confidential | Shared under NDA only



Ransomware Recovery

Identified Ransomware

. Eél_?__” O-I O| ~ Infection

EFAH
0 Week12  ...... Week 6 Week 5 Week 4 Week 3 Week2  Week 1
Daily

Hourly

Recovered VM +
Recovered Data
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Coverage of the Ransomware Protection Cycle

Next Gen Anti-Virus
Prevention Capabilities

I Vulnerability Assessment

I Audit & Remediation Network Segmentations

IDS/IPS/Deep Packet

I Baseline Network
Inspection

Environment

I High Value Assets Attack Surface Reduction

Tagging

I Flow Visualization Micro-segmentation

DR Plan Config, Test, Check Malware Prevention

Application
Dependency Mapping

mwa re® Confidential | ©2022 VMware, Inc.

https://www.nist.gov/cyberframework

ML,

Detect Q/ Respond

VMware Cloud Disaster Recovery

Forensic Investigations I SOAR Integration Recover Application VM
Endpoint Detection S Review, Audit
A I Remote Response Capabilities & Remediate
Signature-based & Behavior- )
bacedDetection Network Quarantine
Slgnat.ure-based & behavior-based I Network Resets
detection (Network)
Signal Correlation Across I
Detectors ElaimEny
Sandbox/Malware i

. / Construct Viable Restore
Detection
Network Anomaly Identify VM Snapshot

I Carbon Black Cloud I NSX Security VMware Cloud DR

48
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Passes security
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Protected VM
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e Recovery Point (#) (3)
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Ransomware Recovery Platform Foundation
VMware Cloud DRO|AT ALE S = /= 7|E 7|

- B 2HMTIEAZ g, - HEL[X] Ri= AEAE - SN HE H7|(zero
=, &) . XHE Al 0fOf 7H copy, no rehydration)
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ALHAFOI A 2
SEXOAST . g aNaroy 0 ASIERT
MEA SHA(IRE)2 2 A 9]

VMware Cloud SDDC
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VMware Ransomware Recovery for VMware Cloud DR

Eg] Ransomware recovery workflow
[] Streamline recovery with a step-by-step guide

Isolated Recovery Environment (IRE)

On-demand cloud economics

@ Next Gen AV + Behavioral Analysis

Embedded within a single Ul

mwa re® Confidential | ©2022 VMware, Inc.

8D

Pre-configured VM network isolation

Prevent reinfection at recovery

Air-gapped, immutable recovery points

Preserve data integrity of restore points

Instant VM power-on

Conduct rapid recovery point iterations
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How It Works

VMware Ransomware Recovery

Restore VMs to Protected Site

Yes?

Repeat Process - Select a

Different Snapshot Security Team

Approved?

No?

\ 4 ::?;:;::::.-::s\:::j IF i Behavioral analysis / E Z4 E_ EI
Protected VMs i S \ i E‘é | Scanning... i I R E( | T _| j PN |.
R a— N i i > ~f~ V-ulne.rability E 2|_|-7O:| )01| A-I 7D 6 A|

A\ 4

i User Actions...

Snapshot Anomaly Select Ideal Snapshots % File signature / hash ! B
vm Data N | - ! - ¢ i
v Quarantined
vim o) e}
D | M B AtsztE Y 24
VM Snapshots \

1
1
1
| ! |
vm ' | % Review Alerts
1
1
1
1
1
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H b e h ____________ . L Sl e Zc_l A A'- o=
L Quarantined
Production Site n /_\ (\) B ﬁ'E‘” O|A|_:|E|_| Ol Dl Xl
@) S 4s
VMware Cloud DR Isolated Recovery Site
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vmware

Pre-configured VM Isolation Levels

Confidential | ©2022 VMware, Inc.

Isolated

Quarantined

External outbound

Internal inbound

Internal

Open

ternal net

s in the internal network. Mo

Full internal and internet access

nternet ac
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DEMO
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Ransomware and Disaster Recovery as-a-Service
VMware Cloud Disaster Recovery + VMware Ransomware Recovery
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Thank you
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