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USA — Executive Order 14028

EU — Cyber Resilience Act

THE WHITE HOUSE . Administration Priorities The Record Briefing Room Espanol

MAY 12, 2021

Executive Order on Improving the
Nation’s Cybersecurity

:m * BRIEFING ROOM » PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ordered as follows:

Section 1. Policy. The United States faces persistent and increasingly
sophisticated malicious cyber campaigns that threaten the public sector, the
private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect
against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during any major
cyber incident and apply lessons learned. But cybersecurity requires more
than government action. Protecting our Nation from malicious cyber actors
requires the Federal Government to partner with the private sector. The
private sector must adapt to the continuously changing threat environment,
ensure its products are built and operate securely, and partner with the
Federal Government to foster a more secure cyberspace. In the end, the trust
we place in our digital infrastructure should be proportional to how
trustworthy and transparent that infrastructure is, and to the consequences

we will incur if that trust is misplaced.
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EU Cyber Resilience Act

New EU cybersecurity rules ensure safer hardware and software.

From baby-monitors to smart-watches, products and software that contain a digital component are
omnipresent in our daily lives. Less apparent to many users is the security risk such products and
software may present.

The Commission’s proposal for a new Cyber Resilience Act (CRA) aims to safeguard consumers
and businesses buying or using products or software with a digital component. The Act would see
inadequate security features become a thing of the past with the introduction of mandatory
cybersecurity requirements for manufacturers and retailers of such products, with this protection
extending throughout the product lifecycle.

The problem addressed by the proposed regulation is two-fold. First is the inadequate level of
cybersecurity inherent in many products, or inadequate security updates to such products and
software. Second is the inability of consumers and businesses to currently determine which products
are cybersecure, or to set them up in a way that ensures their cybersecurity is protected.

The proposed Cyber Resilience Act would guarantee:

© European Union

EU Cyber Resilience Act
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For safer & more secure
digital products
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Proposed Regulation - Cyber

Resilience Act >

Factsheet - Cyber Resilience Act
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WP-29 — UN Regulation No. 155

EfECEfTRANS/'SDSfReVJ/Add.l 54

4 March 2021

Agreement

Concerning the Adoption of Harmonized Technical United Nations
Regulations for Wheeled Vehicles, Equipment and Parts which can be
Fitted and/or be Used on Wheeled Vehicles and the Conditions for

Reciprocal Recognition of Approvals Granted on the Basis of these
United Nations Regulations*

(Revision 3, including the amendments which entered into force on 14 September 2017)

Addendum 154 — UN Regulation No. 155

Date of entry into force as an annex to the 1958 Agreement: 22 January 2021

Uniform provisions concerning the approval of vehicles with regards to
cyber security and cyber security management system

This document is meant purely as documentation tool. The authentic and legal binding text
is: ECE/TRANS/WP.29/2020/79 (as amended by ECE/TRANS/WP.29/2020/94 and

ECE/TRANS/WP.29/2020/97).
%ﬁ“/

UNITED NATIONS
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ISO/SAE — 21434:2021

Standards About us News Taking part Store

ICS < 43 < 43.040 < 43.040.15

ISO/SAE 21434:2021

Road vehicles — Cybersecurity engineering

Abstract

This document specifies engineering requirements for cybersecurity risk management regarding concept,
product development, production, operation, maintenance and decommissioning of electrical and electronic
(E/E) systems in road vehicles, including their components and interfaces.

A framework is defined that includes requirements for cybersecurity processes and a common language for
communicating and managing cybersecurity risk.

This document is applicable to series production road vehicle E/E systems, including their components and
interfaces, whose development or modification began after the publication of this document.

This document does not prescribe specific technology or solutions related to cybersecurity.

General information

Status : Published Publication date : 2021-08
Edition : 1 Number of pages : 81
Technical Committee : ISO/TC 22/SC 32 Electrical and electronic components and general system aspects

ICS : 43.040.15 Car informatics. On board computer systems
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NIST — IR 8397

2 Recommended Minimum Standard for Developer Testing

2.1
22
23
24
25
26
27
2.8
29

Threat Modeling

Automated Testing

Code-Based, or Static, Analysis

Review for Hardcoded Secrets

Run with Language-Provided Checks and Protection
Black Box Test Cases

Code-Based Test Cases

Historical Test Cases

Fuzzing

2.10 Web Application Scanning
2.11 Check Included Software Components

Guidelines on Minimum Standards for Developer Verification of Software
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8397.pdf
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FDA — Cybersecurity in Medical devices
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C. Cybersecurity Testing

As with other areas of product development, testing is used to demonstrate the effectiveness of
design controls. While software development and cybersecurity are closely related disciplines,
cybersecurity controls require testing beyond standard software verification and validation
activities to demonstrate the effectiveness of the controls in a proper security context to therefore
demonstrate that the device has a reasonable assurance of safety and effectiveness.

¢. Vulnerability Testing (such as section 9.4 of ANSI/ISA 62443-4-1)

o Manufacturers should provide details and evidence of the following testing
pertaining to known vulnerabilities:
* Abuse case, malformed, and unexpected inputs,
¢ Robustness
o Fuzz testing
Attack surface analysis,
Vulnerability chaining,
Closed box testing of known vulnerability scanning,
Software composition analysis of binary executable files, and
Static and dynamic code analysis, including testing for credentials that are
“hardcoded,” default, easily-guessed, and easily compromised.

https://www.fda.gov/requlatory-information/search-fda-guidance-documents/cybersecurity-

medical-devices-quality-system-considerations-and-content-premarket-submissions

© 2023 Synopsys, Inc. 8
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Industry Distribution
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High-Risk CVEs/BDSAs

BDSA-2015-0753 (CVE-2015-6420)

CVE-2021-31597

CVE-2021-41720

CVE-2021-3749

CVE-2020-8022

CVE-2016-1000027

CVE-2018-1000613

CVE-2017-1000487

CVE-2017-7657

BDSA-2018-4597 (CVE-2018-14719)

0 10 20
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of codebases scanned for risk assessment contained
security vulnerabilities. 48% of these contained high-risk
vulnerabilities.

© 2023 Synopsys, Inc. 13
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Black Duck Security Advisory
‘ Apache Commons Collections (ACC) Library Vulnerable to Arbitrary Code Execution via Deserialization of Untrusted Input

MBS  B0sA-2015-0753 | CVE-2015-6420 | Published May 3, 2019 | Updated Apr 21, 2020 Overview  Affected Projects  Technical Components  CVE References
CRITICAL 9.1 Fix Available Exploit Available 2,676 Days
BDSA Mow 20, 2015 lan 27,2015 Vulnerability Age

The apache commons cellection (ACC) library, when utilized in an application that deserializes untrusted user input, is vulnerable to a remote attacker executing arbitrary code.

f Zero-click Remote Code Execution

This vulnerability can result in the execution of code on the system, triggered by a remote attacker without requiring or relying on any third party action.

Common Weakness Enumeration (CWE)
CWE-502 - Deserialization of Untrusted Data

The application deserializes untrusted data without sufficiently verifying that the resulting data will be valid.
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It is your responsibility to
track open source components,
licenses, and vulnerabilities,
and their associated risk, in

: your supply chain.
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+ SBOM Governance & Compliance
« SBOM Tooling Enablement

~on » SBOM Generation
»{ ﬁ{' Creation/Maintenance ) « SBOM Integration within SDLC
s « SBOM Attestation

\

» SBOM Storage Mechanisms

\ »{ (i)) SBOM Storage D_> « SBOM Archival Process

—
i Lifecycle )
Management

» Vendor SBOM Consumption process

- + Using SBOMs for Vulnerability Management

»'f@/ SBOM Consumption \__. * Using SBOMs for Risk Management workflows
) S -

* Process for Sharing SBOMs externally

S ) * Internal processes for SBOM Integrity
» E'/ SBOM Shiating —™| « Legal Review around Sharing SBOMs

(f@ - \ » Process to search SBOMs across all assets
»aﬂ\-‘-‘. ) SBOM Searchability —*| « Build SBOM dashboards by product and version
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Trusted Software Supply Chain
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